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Abstract. In the following paper, I discuss the current state of the art of ontolo-
gies in the domain of cybersecurity, I motivate the need for a foundational ontol-
ogy of cybersecurity, and I present a plan to develop one such ontology. Many
projects have attempted to achieve data interoperability in the domain of cyber-
security and to allow for exchange of knowledge in practices of data analysis and
digital forensics. Nevertheless, most of these projects are plagued by a series of
common issues, like covering a very narrow scope and not adopting a top-level
ontology architecture to allow for their interoperability with data coming from
neighboring domains. I argue that these issues hinder the success and adoption
of these ontologies, and that they can be remedied by developing a foundational
ontology that is rooted in a top-level architecture. Such an ontology would also
be able to map into it already existing resources such as ontologies, terminologies
and taxonomies in order to allow for interoperability of data structured according
to them. I present a plan to develop such an ontology departing from the Cyber
ontology, itself rooted in the Basic Formal Ontology (BFO) and the Common
Core Ontologies (CCO).

Keywords: Foundational Ontology, Cybersecurity, BFO, CCO, Cyber Ontol-
ogy.

1 Introduction and motivation

The development of a foundational ontology of cybersecurity is a neglected topic. The
necessity for a formal representation of the knowledge surrounding cybersecurity has
been discussed, for example, by Maathuis et al. (2018), Casey et al. (2018) and Oltra-
mari et al. (2017). In the next session I will present the relatively large number of efforts
in the field of cybersecurity ontologies and in the development of tools for coherent
representation such as taxonomies and vocabularies. Despite these efforts, the state of
the field remains extremely fragmented. Almost all the existing ontology projects focus
on some narrow aspect of the cybersecurity domain, such as risk evaluation or insider
threat detection. There is almost no attempt at bridging these ontologies with other ex-
isting ontologies in the cybersecurity domain, or with ontologies in neighboring fields
such as military operations, law, privacy, etc. On the other hand of the spectrum, some
of the existing cybersecurity ontology projects suffer from being extremely generic in
their terminology and lack any proper representation of the more technical terms used
by cybersecurity experts on a day-to-day basis. These issues result in a lack of interop-
erability and reusability of the data structured with these ontologies, thus replicating
instead of solving the data silo problem that ontologies are developed to address.
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In order to remedy these issues, I propose the development of a foundational suite of
ontologies that acts as an exhaustive ontological representation of the cybersecurity
domain. Such an ontology addresses the issue of interoperability between different
domains by making use of the ISO/IEC 21838-2:2021 Basic Formal Ontology (BFO)
as a top-level ontology architecture (see Arp et al. 2015). Moreover, this suite would
develop starting from the most successful existing project in the field, the Cyber on-
tology (see Donohue et al. 2018), itself developed starting from the Common Core
Ontologies (CCO) suite (see CUBRC 2019). By using the Cyber ontology as a depart-
ing point, the project will avoid replicating already existing efforts, as well as provid-
ing a way to coherently integrate information with the neighboring domains repre-
sented by BFO and CCO. Ultimately, this ontology would also serve as a starting ba-
sis to map and integrate the already existing ontology projects I will present in the
next section. Such mappings will be developed following the principles of translation
definitions adopted by Griininger et al. (2017).

There are multiple benefits that can be obtained by creating a foundational ontology,
achieving data interoperability and creating structured knowledge bases in the domain
of cybersecurity. A cybersecurity ontology could be used to integrate heterogeneous
data coming from cyberspace, conduct analytics and provide structured content to Se-
curity Information and Event Management (SIEM) tools. Being organized according to
a common ontological representation, this data could also reveal implicit information
through standard semantics web tools such as reasoners or the SPARQL query lan-
guage. That is, a cybersecurity ontology could be used to explain and reason over large
bodies of data, as well as efficiently retrieve information from such data. A cybersecu-
rity ontology could moreover be used to encode domain-specific knowledge to auto-
mate cybersecurity operations, which is crucial to enact responses when time is a lim-
iting factor, as it is often the case with cyber-attacks and security breaches. For exam-
ple, ontologies could be used to encode playbooks which illustrate the responses that
an organization goes through in case of an attack, and partially automate their enact-
ment. Finally, a foundational cybersecurity ontology could be used to conduct simula-
tions informed by past data on attacks and defense mechanisms, similarly to what is
described by Rajesh et al. (2022).

2 State of the Art

Ontologies and related knowledge graph applications in the field of cybersecurity have
been developed for quite some time. The review conducted by Martins et al. (2022)
lists almost 40 ontologies that are related to the cybersecurity domain. Preliminary pro-
jects were undertaken by Obrst et al. (2012) on behalf of MITRE. MITRE is also re-
sponsible for developing ATT&CK and D3FEND, vocabularies that respectively doc-
ument cyberattack and cyberdefensive techniques and which are extremely valuable as
data sources for the cybersecurity community. Casey et al. (2018) present the develop-
ment of CASE and its ontology UCO (Unified Cyber Ontology), which is not tied to
any top-level ontology. Akbar et al. (2023) have developed an ontology to represent
ATT&CK data, but the project is not complete, and the ontology is similarly not tied to
any top-level ontology. Oliveira et al. (2024) identify ontological issues in D3FEND,
as well as possible solutions to them, but they do not develop further on integrating
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D3FEND with other ontologies. Other notable ontology projects are the insider threat
project developed by Costa et al. (2014), STUCCO developed by lannacone et al.
(2015) as a general ontology for cybersecurity knowledge graphs, COoVR developed
by Sales TP et al. (2018) as an ontology of value and risk, the ontology of ISO 27005
developed by Agrawal (2016) for risk management, the general ontology of cybersecu-
rity and cyberwarfare developed by Maathuis et al. (2018), the ontology for human
factors in cybersecurity developed by Oltramari et al. (2017), the ontology for adaptive
systems developed by Ben-Asher et al. (2015).

The issue common to almost all these projects is the lack of a foundational frame-
work that the respective ontologies can use in order to integrate data in a coherent way.
For example, let’s say that we have data that we want to query to look for insider threat
presence, and moreover that we want to relate this information to the presence of
cyberattack techniques described by ATT&CK. This is currently impossible because
the ontologies developed by Costa et al. (2014) and by Akbar et al. (2023) do not share
the same terminology, and there is no way to tell whether their vocabularies refer to the
same kind of entities and whether they can be used to structure the same database. This
issue could only be solved if the two ontologies shared the same top-level ontological
architecture. In addition to this, most of the cybersecurity ontology projects are ex-
tremely parochial, and focus only on some specific aspects of the cybersecurity domain
and its operations (e.g. risk management). Even when the ontologies are developed to
be broader in scope, they end up including only few and very general terms that do not
include reference to the more technical terminology that a cybersecurity expert uses on
a day-to-day basis.

The few exceptions to the scenario presented above are CRATELO, developed by
Oltramari et al. (2014), and the Cyber ontology, developed by Donohue et al. (2018).
CRATELO is an ontology developed starting from DOLCE (see Gangemi et al., 2002).
CRATELO includes SECCO (a middle level ontology of security) and OSCO (an on-
tology of cyber operations). CRATELO is thus one of the few projects that include a
proper axiomatization, and which is related to a top-level ontology. Similarly, the Cyber
ontology is developed departing from the Common Core Ontologies (CCO), which are
themselves a mid-level architecture that departs from the Basic Formal Ontology
(BFO). Both CRATELO and the Cyber ontology seem to be good departing points for
developing proper ontologies of cybersecurity. The Cyber ontology in particular has
been recently introducing a large number of terms related to the cybersecurity domain.
Nevertheless, both CRATELO and the Cyber ontology have wide possibilities for fur-
ther development. Both can be expanded with a richer terminology coming from the
day-to-day vocabulary of cybersecurity experts. Even if the community surrounding
the Cyber ontology started to integrate MITRE’s taxonomies, neither the Cyber ontol-
ogy nor CRATELO have been entirely or systematically linked to ATT&CK and
D3FEND, which are the two main terminology sources for cybersecurity analytics. And
none of the two, as far as I know, has thoroughly been tested in their capability to an-
swer competency questions in the form of queries, especially if related to neighboring
fields such as privacy infringement, cyberwarfare or intelligence analysis operations.



4 Giacomo De Colle

3 Problem Statement and Contributions

The literature review presented in the section above shows that despite the continuous
efforts in the development of ontologies in the cybersecurity domain, a lack of a unified
framework to represent knowledge in the cybersecurity domain still persists. How can
a foundational ontology for cybersecurity be built, so that it’s well axiomatized, well
grounded in an existing top-level ontology, and capable of answering useful compe-
tency questions? Such an ontology, or suite of ontologies, would be able to represent
the main types of entities in the domain of cybersecurity operations - malicious actors,
data and its properties such as levels of privacy, accesses to data, operative systems,
login credentials, etc. as well as relating these elements to data in neighboring fields.
For example, laws, regulations, state actors, roles such as enemy and friend, military
operations, etc.

When this representation is built, it could answer different use cases. The first one is
running queries and data analysis over knowledge bases which integrate different and
heterogeneous data sources. For example, an ontology of cybersecurity could be used
to investigate datasets containing information about cyber infrastructure in order to
identify weaknesses and possible vulnerabilities. The second use case is employing the
ontology in close connection with tools of the trade that cybersecurity experts use in
order to automate tasks such as pattern detection, data analysis, real-time response to
threats, support to decision making in situations where time is a limiting factor, etc.
Building a structured and well-grounded ontological representation of the cybersecurity
domain is already an extremely valuable effort and one that fixes a large gap in the
literature. Moreover, integrating an ontological representation of the kind described
with tools of cybersecurity analysis is a novel use case for an ontology that could push
towards further development of interdisciplinary research at the border between ontol-
ogy and other areas of computer science.

4 Research Methodology and Approach

The first step to develop an ontology, or suite of ontologies, devoted to cybersecurity
is to review already existing ontology projects and frameworks, as well as studying
already existing neighboring non-ontological projects which can be used as data
sources or to which the ontology could be applied. For example, MITRE’s taxonomies
DEF3ND and ATT&CK are the main resources that are used to represent knowledge
of cybersecurity experts and that are already employed as terminological standards in
the field. As such, an ontological representation of the two taxonomies is the main pri-
ority of the project. Other similar projects to be properly investigated are the Structured
Threat Information eXpression (STIX), developed by MITRE for the DHS, and the
already existing STUCCO ontology as applied to simulations of cyberattacks. Already
existing ontology projects should also be reviewed to assess which ones are useful ef-
forts that need to be integrated in a well-developed foundational ontology for cyberse-
curity. These ontologies would eventually be mapped into the foundational ontology
by making use of the translation definition method discussed by Griininger et al. (2017).
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The second step is to identify a set of competency questions that an ontology of
cybersecurity needs to be able to answer in order to be successfully and usefully em-
ployed. These competency questions will take the form of SPARQL queries and will
be one of the evaluation tools used to assess the success or failure of the research. Said
questions will be identified through interviews and collaboration with domain experts,
as well as study of foundational texts in the field and other authoritative resources (see
for example Sikorski and Honig (2012), Katz and Lindell (2014), Stamp (2005) and
NIST (2018)). This stage of research will also bring to identification of core terminol-
ogy used in the field, as well as broader understanding of the type of entities and rela-
tions that need to be represented in order to capture knowledge of the domain experts.
The competency questions that are identified will also guide the development of object
properties and axioms that will be used in reasoning over data tagged with the ontology
for extraction of implicit knowledge.

Once these competency questions are identified, proper development of the ontology
can begin. In order to develop a foundational ontology of cybersecurity that is capable
of bridging the gap between already existing terminologies, a suitable starting place
must be found in some already existing and well-developed ontology architecture. As
discussed in the second section of this paper, the only two options in the field are
CRATELO and the Cyber ontology. For several reasons, the Cyber ontology seems to
be a more suitable starting place. Being integrated in the environment of the widely
adopted CCO and BFO, it is already directly interoperable with a larger number of
domains, especially those that could be relevantly tied to cybersecurity. For instance,
CCO and BFO have already been mandated for information sharing practices in the US
Intelligence Community and the DHS. As such, they represent the natural tools to be
used with other cybersecurity initiatives of the US government such as STIDS. Neigh-
boring domains that have been already represented by BFO and CCO are the domain
of information artifacts (see Ceusters (2012)), software (see Malone et al. (2014)), mil-
itary operations (see Morosoff et al. (2015)) and agents (see CUBRC (2019)).

Given that the Cyber ontology represents the most well-developed ontology in the
field, and the one that most extensively covers domain-specific terms, it will be taken
as a starting place for horizontal expansion and downwards population of new terms
and classes. The development of the ontology will be modularized depending on the
subdomains discovered during the exploratory step 2 discussed in this section. It is en-
tirely possible that the Cyber ontology itself could act as a foundational ontology for
cybersecurity once expanded and linked to MITRE’s projects. Building the ontology
will also take into consideration, during the process of class population and axiomati-
zation, of the competency questions identified in step 2. In this way, high-quality rea-
soning over data and extraction of implicit knowledge from a database will be possible
and will also be tested with data tagged with MITRE’s ATT&CK and D3FEND, as
described in the next section. The structure of the data collected by MITRE should serve
as a guiding principle for the development of the classes in the ontology, alongside with
best practices taken from the successful experiences of other projects in the BFO com-
munity, such as the OBO foundry. As a final step, integration with the tools of the trade
of cybersecurity identified during step 2 will also be explored.
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5 Evaluation Plan

After the ontology or set of modularized ontologies have been built according to the
steps previously discussed, its capabilities will be tested through real life data taken by
MITRE or other similar data sources identified in the second step, as discussed in the
previous section. The first step of the testing analysis will then be to ingest instance-
level data into the ontology, thus effectively creating a knowledge base. If this step is
accomplished, it will mark a first success for the project, and allow me to proceed to
the second testing step. This will be executed by running the queries identified and
developed in the previous step of the project against the data structured by the ontology.
If the queries can be successfully applied to the knowledge base thus constructed, rea-
soning and implicit knowledge extraction will successfully prove the quality of the on-
tology and its applicability. The ontology and the queries will also be integrated with
analytics tools proper of the cybersecurity sector, as identified in the previous step.
Success in this third step would prove extremely fruitful. Not only because it would
provide a helpful tool for cybersecurity analysis, but also because it would be a new
application of ontologies to a neighboring computer science discipline.

6 Results

The stage of the research is at the moment at its beginnings. Preliminary results include
an extensive literature review and evaluation of the existing semantic web projects in
cybersecurity, which has narrowed down the ontological projects to two main candi-
dates to depart from in order to develop a foundational cybersecurity ontology. As a
part of these preliminary studies, I have also started identifying data sources and already
adopted terminological standards in the field, such as MITRE’s ATT&CK and
D3FEND, NIST recommendations, ISO standards such as ISO 27005, and STIMS. A
study of foundational notions of cybersecurity has also begun, as well as contacting
cybersecurity experts. Future immediate efforts will include continuing studies of foun-
dational concepts of cybersecurity and contacts with domain experts. After this is done,
I will follow with a development of a first set of competency questions to act as a
benchmark for the ontology. At the same time, I will begin partitioning the subdomains
of cybersecurity needed for establishing the modules of the ontology. A preliminary
analysis has so far identified the need for a reference ontology of cyberspace (which
the Cyber ontology itself seems to already be), one for operative systems, one for net-
work operations and one for malware. All these terms are already present in the Cyber
ontology itself and respective ontology modules will likely be built by downward pop-
ulation starting from parent terms in the Cyber ontology.

7 Conclusions

The preliminary studies undergone so far show that ontological efforts in the cyberse-
curity domain remain fragmented. The need for a unified framework to relate the exist-
ing projects and to ground them in the practice of cybersecurity experts is made clear
by the narrow scope of the existing ontologies and by their low level of accuracy. In
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order to remedy these issues, I have proposed the development of a foundational ontol-
ogy of cybersecurity, starting from the Cyber ontology and divided in modules corre-
sponding to different cybersecurity subdomains. Such a project will be able to achieve
interoperability between heterogeneous data sources from the cybersecurity realm and
related fields, thus allowing for more precise and more extensive data analysis. Given
the difficulties proper of the cybersecurity expert and the intelligence analyst in data
integration (see Mandrick and Smith 2022), this is an issue of primary concern in an
era where finding vulnerabilities in huge informatic infrastructure is a priority. Without
tools to handle big data in a structured way, cybersecurity defense experts will have a
hard time automating tasks and identifying meaningful content in the web of growing
interactions we create in cyberspace.
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