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Abstract. To improve data analysis in cybersecurity, I present a plan to build a
formal ontological representation of data ownership and sovereignty in cyber-
space, alongside with the cyberattacks that threaten them. I argue that modelling
these phenomena by making use of ontologies allows for coherent integration of
data coming from diverse sources, automated reasoning over such data, as well
as their analysis and reuse. Existing ontological tools in cybersecurity can be
ameliorated by connecting them to neighboring domains such as law, regulations,
governmental institutions, and documents. Moreover, they will benefit from the
introduction of clear competency questions and of the technical terminology to
answer them. In the course of the paper, I propose metrics to evaluate currently
existing ontological tools to create formal representations in this domain, and I
provide a plan to develop such representations and to extend current ontological
tools when they are lacking.
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1 Introduction and motivation

Cyberspace, provisionally understood as the aggregate of computing artifacts, the in-
formation they process and the connections between such artifacts, is the source of an
immense and variegated body of data. Analyzing this data is at the heart of multiple
computer science disciplines, including those that are broadly located in, or related to,
the field of cybersecurity, such as digital forensics, network analysis, attack response,
intelligence analysis, and identification of cybercrime. Coherent integration of cyber-
space data with data from neighboring fields is nevertheless impossible without a
shared semantical framework such as the one that can be specified by a commonly
adopted ontology. An ontology able to represent cyberspace and the operations that
take place in cyberspace would allow for data sharing between different organizations,
thus enabling the breaking of data silos and supporting querying, reasoning, and anal-
ysis of large bodies of data coming from different sources.

Take as an example the following case, illustrated in a simplified way in Fig. 1. An
unknown device is starting a TCP handshake process, thus asking to access a certain
(part of) a website containing healthcare data. This process is recorded in logs which
contain information about data packets shared between different devices, and that con-
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vey information about, for example, the IP address of the device starting the TCP re-
quest. Can we automatically detect whether the request was warranted, or rather a po-
tential attack coming from a malicious actor? In order to do so, we have to identify the
type of information that the device was trying to access, as well as whether the device
itself has features that are suspicious. This is possible only if we connect information
from at least three different sources: the cyber operation itself (the TCP request), the
type of data accessed and what it refers to (the patient and their health history), and
security and criminal data, for example whether the device owner is listed in a watchlist.
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Fig. 1: simplified representation of a use case for an ontology of cybersecurity. Green
represents BFO:occurents, blue represents BFO:continuants. Data packet information
refers to different entities involved in the TCP request.

Connecting the three data sources is of course possible through direct manual inter-
vention, but such an approach is not scalable given that it requires an exponential
growth of mappings the more data sources are added (see [1] for a discussion of a sim-
ilar issue in the representation of occupation data). On the other hand, an ontology
structuring the data coming from these different sources would allow for its coherent
integration and execution of federated queries, for example in the shape of SPARQL
queries, to singlehandedly identify whether the request represented in Fig. 1 is a poten-
tial cyberattack. Using semantic web technologies such as ontologies, SPARQL queries
and reasoners is especially crucial when the type of information we are trying to extract
from this body of data is interdisciplinary, as in the case of cyberspace information
being connected with the legal domain for identification of privacy violation and other
types of cybercrime.

In the rest of this paper, I will present a plan to use ontological resources for the
modelling and formal representation of cyberspace, with a focus on the representation
of digital sovereignty and data ownership. When these ontological resources are miss-
ing, I will discuss venues to develop them. Data ownership and sovereignty can be
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provisionally understood as the rights that state or private actors have over data regard-
ing them. For example, the case in Fig. 1 can potentially lead to a case of breaching of
one’s rights over their data. But that can only be detected in an automated way if we
are able to create an ontological representation of what data ownership is. In the case
represented above, the fact that the device was trying to access health record data about
one’s own health history makes it plausible that it is a case of data ownership breach,
but this cannot be inferred and classified as such unless one has axioms connecting
health data to data ownership itself.

I will begin by presenting already existing ontological efforts in the field of cyber
security, and I will motivate the adoption of the Basic Formal Ontology (BFO) and the
Common Core Ontologies (CCO), respectively as a top- and mid-level architecture [2,
3]. I will then present more in detail the main research question and its sub questions,
alongside with associated steps in representation, formalization and ontological imple-
mentation. I will conclude with a brief presentation of the first obtained results, which
currently consist in the identification of a research question, a first literature review and
the creation of simple ontology design patterns for the representation of information in
BFO and CCO.

2 State of the Art

The necessity for a formal representation of the knowledge surrounding cybersecu-
rity has been discussed by different authors [4, 5, 6]. The extensive literature review
presented in [7] shows that almost 40 efforts exist in the field of ontological represen-
tations of domains related to cybersecurity, and good ontology engineering practice
requires for existing resources to be reused when possible. Recall the use case presented
above in Fig. 1: in order to ontologically represent such a scenario, there is need for an
ontology which is able to bridge data from cyberspace with data in neighboring do-
mains, especially those of documents, agents, intelligence operations, and social enti-
ties. This means that the desiderata that such an ontology or ontologies need to satisfy
are the following: being non-parochial, which means that they are able to be employed
for different use cases of cyberspace representation; as a cognate notion, being able to
be used as a hub for extensions; adopting a top-level ontology, which allows for the
coherent integration of data already tagged with other ontologies, in order to avoid the
creation of an ontology data silos; and the presence of technical terminology, in the
ontology, which is directly tied to the domain of interest, and that doesn’t suffer from
being too generic. These desiderata compose metrics, which will also be used as part
of the evaluation for the ontology resources I will myself develop, as discussed later on
in this paper.

As shown in Table 1, many of the existing projects in the field are not tied to a top-
level ontology or are developed for narrow uses such as malware recognition or risk
analysis. The ontologies in question are then not able to be adopted for the type of use
case presented in Fig. 1, which requires an ontology that can be used for tying together
disparate data sources. The Unified Cyber Ontology (UCO), which is now part of a
Linux Foundation project, was recently mapped into top-level ontologies such as BFO,
but this mapping is only partial [5]. CRATELO, which adopts DOLCE as a top-level
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architecture [6], and the Cyber ontology, currently developed as part of an IEEE initia-
tive, which adopts BFO and CCO as top- and mid-level architectures [8, 9], are the two
projects which better satisfy the presented desiderata.

Many of the use cases for ontologies representing cyberspace will interact, directly
or indirectly, with neighboring areas such as intelligence analysis, directives and legal
documents, defense, and counterterrorism. CCO and BFO have been recently adopted
as baseline standard ontologies by the intelligence and defense communities [10] and
are thus required to be used in U.S. initiatives in these fields. Moreover, CCO and other
projects in the BFO community already provide a baseline for representing many of the
entities related with cyberspace. Of particular interest for the purpose of this presenta-
tion are information artifacts [11], software [12], military operations [13], intelligence
analysis [14], counterterrorism [15], and agents [3]. As such, BFO and CCO appear to
be the privileged starting points for developing such ontological representations.

Notable efforts neighboring the ontology field are ATT&CK and D3FEND, vocab-
ularies developed by MITRE that respectively document cyberattack and cyberdefense
techniques and which are extremely valuable as data and terminology sources for the
cybersecurity community. The terms included in the two vocabularies will provide a
guideline for which technical terms need to be introduced in an ontology aiming to
represent cyberspace.

Table 1. Existing ontologies of cyberspace and cybersecurity, evaluated alongside different
metrics on a scale from 0 to 2, where 0 represents an ontology which doesn’t satisfy the crite-
rion, 1 represents an ontology which partially satisfies the criterion, and 2 represents an ontol-

ogy which fully satisfies the criterion.

Ontology Non-parochial Uses top-level Technical Hub
CRATELO 2 2 1

Cyber Ontology 2 2 1

uco 2 1 1

COoVR, MALOnt, 1 0-1 1

etc.

3 Problem Statement and Contributions

The literature review presented in the section above identified the Cyber ontology,
based on CCO and BFO, as a starting point for developing an ontological representation
of cyberspace. The Cyber ontology itself, as an active development project, will even-
tually include more precise technical terms. The main research question that the project
presented here addresses is whether ontologies can be used to enhance data sharing and
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analysis practices aimed at identifying breaches of data ownership and sovereignty, by
answering competencies questions that are not yet answerable due to the disparity and
variety of the data in question. Moreover, whether such ontological representations can
be built in a way which is not fragmented and which connects data from the cybersecu-
rity domain with neighboring domains. The metrics presented in the previous section
are a first attempt at measuring success conditions for this kind of application. This
main research question breaks naturally down in two sub-questions. The first, regarding
the ontological representation, formalization and implementation, is whether it is pos-
sible to ontologically represent cyberspace and the state and private actors that inhabit
it, alongside with the laws and regulations that permeate it. Such a representation would
be able to get high scores in all the metrics introduced in section 2, as well as to be able
to be expanded into neighboring domains and reusable for related practices. The sec-
ond, which regards the operationalization of ontologies, is whether this ontological rep-
resentation can be used to identify breaches of data ownership and sovereignty perpet-
uated by state and private actors.

The two main sub questions can furthermore be scaffolded into multiple and more
narrow objectives. A first set of questions breaks down the first question on building
an ontological representation and correspond to the first steps taken in top-down ontol-
ogy engineering [16]. For what purely regards representing cyberspace and cyber op-
erations, these questions include, for example, “what is an act of information pro-
cessing?”, “what is an act of information sharing over a network?”, “what is a malicious
actor, and what is a cyberattack?”. For what regards the interplay of data ownership and
sovereignty with the cyberspace, these questions include, for example “what is digital
sovereignty?”, “what is data ownership?”, “what is an act of cyber warfare?”, “what is
an act of legal compliance in cyberspace?”. Answering these questions from an onto-
logical perspective will give birth to definitions, axioms and design patterns used in
ontology development.

The second set of questions breaks down the operational part of the ontology engi-
neering practice, thus corresponding to the data-driven approach taken in bottom-up
ontology development [17]. These questions will identify the applications that the on-
tology engineering steps undertaken or identified in other parts of the project can have.
Some of these questions include, for example, “what are the formats and types that
cyberspace data takes?”, “what are the formats and types that digital legal documents
on data ownership and sovereignty take?”, “how can privacy infringement and data
sovereignty be represented in knowledge graph format, so that data coming from dif-
ferent sources can be queried for identification of these phenomena?”’, “what are the
types of digital forensics and data analysis tasks that need to be automated and inte-
grated with data regarding regulations?”. Answering the second set of questions will
provide the project with a more precise understanding of the type of data to be struc-
tured, and of the competency questions that such data can be used to answer.

4 Research Methodology and Approach

The first step of the project will involve identifying with more precision the specific
type of legal phenomena surrounding data sovereignty and data ownership [18, 19]. For
example, data sovereignty for citizens of the E.U. is largely concretized in regulations
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such as the GDPR. Once these regulations and related phenomena are identified, it will
be possible to narrow down what type of cybersecurity terms need to be used in order
to identify actions that in compliance or breaking of such regulations. For example,
what kind of cyberattack constitutes an act of violation of the data ownership of a cer-
tain individual under a certain regulation? What kind of act in cyberspace constitutes a
violation of the digital sovereignty of a certain country?

Answering these types of questions within concrete existing regulations and cyber
security terminologies will allow for the creation of a first set of competency questions,
that will be subsequently made more precise the more ontological terminology is iden-
tified to specify them. These competency questions will eventually take the form of
SPARQL queries and will be one of the evaluation tools used to assess the success or
failure of the project. This first step allows for the creation of a list of desiderata that
ontologies need to be able to satisfy, as well as a list of core terms coming from the
field of law, political science and cybersecurity that are required for the success of an
ontological project.

The next step involves the review of already existing ontology projects and frame-
works, as well as the study of already existing neighboring non-ontological projects
such as vocabularies and taxonomies. For example, MITRE’s taxonomies DEF3ND
and ATT&CK are the main resources that are used to represent knowledge of cyberse-
curity experts and that are already employed as terminological standards in the field.
Other similar projects to be properly investigated are the Structured Threat Information
eXpression (STIX), developed by MITRE for the DHS. On the side of notions of digital
sovereignty, warfare and ownership and related documentation, similar studies of foun-
dational texts and of existing ontologies will be undertaken in order to identify existing
resources and evaluate them [20]. The resources thus identified, alongside with the on-
tologies described in section 2, will then be evaluated for their capability of representing
the competency questions and terms identified in the previous step. Moreover, this step
will involve identifying the shape taken by data in these fields, so that the ontology can
be properly structured in such a way that it mirrors it.

Once these competency questions are identified, proper development of ontology
resources can begin. As previously discussed in this paper, the Cyber ontology acts as
a starting resource, as well as cognate ontologies in CCO and the BFO community such
as the Information Artifact Ontology (IAO), the Agent ontology, the Information Entity
Ontology (IEO), and the Geospatial ontology. The method adopted in the process of
ontology engineering will follow the two types of questions introduced in section 3 of
this paper, thus effectively merging bottom-up and top-down ontology development in
an exercise of the so-called middle-in ontology development strategy [21]. In this way,
the ontological resources created can extend from the top- and mid-level layers of BFO
and CCO, while also being developed with an eye to the structure of data that needs to
be integrated by ontologies and to the competency questions that domain experts need
to answer, as identified during previous steps of this process.

5 Evaluation Plan

The different steps described in the previous section can be evaluated in the course of
the project in different ways. Recall that step 1 involves the identification of the notions
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in legal and political science which are needed in order to identify violations of state
and private actors’ rights over their data. This can be tested by creating definitions that
are built and confronted not only with other ontologists in the community, but also with
domain experts in both fields of cybersecurity and legal and political science. Success
in step 1 is represented by the identification of core terms and notions in the respective
fields and by the creation of first tentative definitions for them. Step 2 involves the
formalization of competency questions that use terms and notions identified in the pre-
vious step. These competency questions will act as primary benchmark and use case
for the ontological representations created in next steps. Step 2 will also involve the
identification of the type of data that the ontologies will be created for — for example,
data packet logs, server logs, access logs, and legal regulation data. Success of step 2 is
marked by the creation of a satisfying set of competency questions, that are checked
with the domain experts and ontologists contacted in step 1.

Step 3 will include the identification of missing terms in existing ontologies, that
need to be added in order for them to represent and answer the competency questions
created in previous steps. This step involves the creation of terms and definitions to be
added to the ontologies mentioned above and will be evaluated by the acceptance of the
terms by the ontology communities to which they are proposed to. The final step of the
project will involve the ingestion of instance level data, for example taken by MITRE’s
database, and the testing of the ontology by means of the competency questions identi-
fied in previous steps. If the queries can be successfully applied to the knowledge base
thus constructed, reasoning and implicit knowledge extraction will successfully prove
the quality of the ontology and its applicability. This final part of the project will include
evaluation by making use of the metrics introduced in section 2. A successful step 4
will mark a final positive result for the ontology resources created, identifying previ-
ously unidentified instances of breaking of data sovereignty or ownership. The various
steps of the project can each furthermore be tested by presenting results to existing
ontology conferences in the field of ontologies and law, as well as ontology and cyber-
security, such as FOIS and JURIX.

6 Results
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Fig. 2: simple design pattern for the representation of information sharing in CCO and
BFO. The scenario depicted represents an active packet sniffing attack, where the con-
tent of an intercepted data packet is injected with malicious code.

The stage of the research is at the moment at its beginnings. Preliminary results include
an extensive literature review and evaluation of the existing semantic web projects in
cybersecurity, presented in section 2 of this paper. As part of these preliminary studies,
I have also started identifying data sources and already adopted terminological stand-
ards in the field, such as MITRE’s ATT&CK and D3FEND, NIST recommendations,
ISO standards such as ISO 27005, and STIMS. A study of foundational notions of cy-
bersecurity has also begun, as well as contacting cybersecurity experts. One of the first
objectives in the development of the project is to identify basic design patterns in CCO
and BFO that can be used to represent information processing and sharing in the domain
of interest of cybersecurity. Fig. 2 is an example of such first results.

7 Conclusions

The preliminary studies undergone so far show the need for a framework to relate ef-
forts in ontology of cyberspace and cybersecurity with neighboring domains. To rem-
edy this issue, I have proposed the evaluation and further development of ontological
resources in cybersecurity and their interaction with ontological representations in the
domain of data ownership and data sovereignty. Such a project will achieve interoper-
ability between heterogeneous data sources from the cybersecurity domain and the do-
main of data sovereignty and ownership. Given the difficulties proper of cybersecurity
and intelligence analysis in data integration, this is an issue of primary concern in an
era where analyzing big data for informatic vulnerabilities, sovereignty and rights in-
fractions will exponentially develop as a focal problem.
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